


About Peter Sieber

About me

= Peter Sieber, Vice President Norms & Standards
Vice President Region China
of HIMA Group.

= Working in safety automation since 1989.

= Participating on steering committees working on functional safety

(IEC 61508/11, ISO 13849), Automation security (IEC 62443) and
engineering processes since 1998.

About HIMA

= HIMA is the world’s leading specialist for safety-related automation
with more than 45 years of Domain experience.

» Headquartered in Bruhl (Mannheim), Germany.
= Family-owned company founded in 1908.
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Legislative framework in Europe

Guiding Principle

« EU Directive (European Law)
(e.g. Seveso Directive, Machinery directive, pressurized equipment directive
Low voltage directive, EMC directive etc.)

Definition of underlying Standards (attachment to EU Directive)
(e.g. EN 50156, EN 61000, EN 298, EN 746, EN 12952, EN/ISO 13849 .... EN(IEC) 61511

Local Implementation

(e.g. in Germany “Arbeitssicherheitsgesetz”, “Bundes-Immissionsschutzgesetz”)
Local Implementation rules

(e.g. in Germany VDI/VDE 2180 being the implementation rule for IEC 61511)




Norms, Standards, correlations & Challenges

Generic IEC 61508
Standards (Functional Safety)

Generic
Sector
Standards

IEC 62443 IEC 61131

ISO 12100
(Machinery)

IEC 61000

(Environment)

Sector
Solutions
Standards

ISO 13849

EN 12952/3 ._,E
(Boilers)

Process &
Sector

EMachines, Pumps, Turbines

Boilers, Piping, Valves
Explosion protection
Switch Gears & other electrical Equipment

&

» (functional safety
for machinery)

EN 50156
(functional safety
for boilers)

, IEC61511

(functional safety
for machinery)




Descriptive vs. non descriptive

Descriptive Non Descriptive

DIN EN 50156-1 (VDE 0116-1):2016-03 5.2.781S configuration management

EN 50156-1:2015

5.2.7.1Requirements
Uberstromschutz Uberstromschutz

- 5.2.7.1.1 Procedures for configuration management of the SIS during any safety life-cycle
] \ Freigabe phase shall be available. In particular, the following should be specified:
Zindsicher- \ Ebsrwachung

f—— Notabschaltgerét . . . . .
the stage at which formal configuration management is to be implemented;

il E ) e the procedures to be used for uniquely identifying all components of a device (hardware

M (bauteilgeprift)
@ 1 " and software);
hler-

the procedures for preventing unauthorized devices from entering service.

ubaniashhng Zﬁglﬂstnff—
5.2.7.1.2 The SIS application program, embedded software and utility software (tools)

po— procedures and related SIS hardware used to develop and execute the application program
esamtbrennstoffabschaltung Einzelbrennerabschaltung . . . . - -
shall be subject to configuration management and shall be maintained under revision control.

Bild 16 = Schaltungsbeispiel fiir die Abschaltung der Brennstoffzufuhr mit Funktionsdiversitat
der Abschaltgerate

Pro: Pro:
Clear recommendations Not technology depending
Con: Flexible when combining with others

Technology depending Con:
Inflexible when combining Always having room for interpretation

with others
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EN 61511: Why this standard?

Process plant

2. deg. Fire/Explosion
Leaking Leaking Leaking electrical risks

Fire Fire/Explosion Fire/Explosion EMC
Mechanical risks Malfunctioning

< Conceptual Risk reduction based on instrumented functions: IEC 61511

Sector Yes Yes Yes Yes
Standards multiple multiple multiple multiple




Risk of Operating Processes

Raw Mam 2" Products
|

Controlled Process >

Actuators Sensors '

Operator

_ Controlling Device
Intervention

Take Away:

The risk born by a dedicated production proce$® need to be mitigated to an acceptable level
« Ahazard and risk analysis is required to understand the process

« Adequate counter measures need to be defined, implemented and maintained

« A part of such counter measures may be using control functions
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Functional Safety Solution

Raw Materials Products

| Controlled Process

)

Energy Energy

Actuators Actuators Sensors Sensors

4 \ 4
Safety Device

Operator

_ Controlling Device
Intervention

Take Away:.

Adding an additional, reliable level of control can help, but

« The functional design requires a specific process to be followed

« Design, implementation and maintenance requires special attention
« Separation from BPCS is key to prevent common cause failures
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Concept of Risk Reduction

Consequence of
the hazardous

event Other risk E/E/PE Other risk Tolerable
' reduction safety-related reduction .
_ risk target
Frequency of _ measures #1 system measures #2

the hazardous

event
Necessary risk reduction

—

EUC and V
EUC control system

Safety integrity of the safety-related systems
and other risk reduction measures
matched to the necessary risk reduction

Measures # 1: e.g. BPCS; Ry < 10
E/E/PES: 10 2 R; < 10.000
Measures # 2: Mitigation Systems (e.g. F&G Systems, Leakage monitoring etc.)
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Independent Layer of Protection Concept

Residual
risk

Mitigation

Tolerable
risk

Mechanical §
(e.g. Rupturg

Civil engineg]
(e.g. Dikes a
Safety instru
(e.g. Fire & G

Process
risk

Necessary risk reduction

¢

. Increasing
frisk

Actual risk reduction

-

Partial risk
covered

by non-SIS

protection lay

Partial risk
covered by
SIS

L[

ers

Partial risk
covered by
other
protection
layers

: [ Risk reduction achieved by all protection layers
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Causes of Acclidents

Operation and Installation and
maintenance commissioning
(15%) (6%)

Changes after Design and
commissioning implementation
(20%) ' (15%)

Specification
(44%)

Source: Out of Control; Why control systems go wrong and how to prevent failures
ISBN:978071762192 7
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Points to ponder:
Specification, Design and Implementation
Changes after Commissioning




Concept of IEC 61511

IEC 61511 provides guidance and recommendations for
Management of functional Safety (Chapter 5)
Functional Safety Lifecycle (Chapter 6)
Verification (Chapter 7)

Risk evaluation and Management (Chapter 8)
Layering of solutions (Chapter 9)

Functional Design specifications (Chapter 10)
Design and Engineering (Chapter 11)
Assessment Procedures

Commissioning

Maintenance and Retrofit
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Structured Approach Acc. to IEC 61511 ed. 2

Management of Functional Safety

Hazard & Risk Assessment
(Chapter 8)
Allocation of Safety functions to protection layers Safety requirements

specification for the safety

(C h apte r 9) 3 ins;mrzgﬁdosystem

Safety Requirement Specification
(Chapter 10)
A compliant engineering & Design process

~—Stage 1 ;S

|

Design and engineering of I development of other

safety instrumented system | means of
Clauses 11 and 12 risk reduction

Clause 9

Design and

(Chapters 11, 12)

A compliant build, installation, commissioning & validation e vancaton
(Chapters 14’ 15) Clauses 14 and 15
A compliant maintenance concept,

maintaining the anticipated reliability of the SIS

(Chapter 16)

Decommissioning
Clause 18

Source: IEC 61511 ed. 2
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Practical Example: Chemical Reactor

Description

» Hosting exothermal reaction

» Reaction started by heating

* Pressure controlled by cooling
* Reaction Gas vented

Question:

How to Safeguard such cases?

Safety
Training

Reference: _ " Reactor 350
CSB Safety Video ez [ [ e | | ] ‘
https://www.youtube.com/watch?v=C561PCq5E1lg
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A Structured Approach on how to ...

I: Document

HAZOP
v

Record
Support
Document

v

lI: Determine

\ 2
Identify
initiating
causes

v

Determine
consequences

Document
hazards &
process deviations

v

Can
process
be made

inherently safe
2

List
risk reduction
required

Is the
risk
tolerable

[1l: Layer

A4

List IPLS
for
risk reduction

V. Improve

v

Assess IPL types
Assess IPL integrity

\ 4

Risk
reduction
adequate

Recommend
implementable
improvements

Risk
reduction
adequate
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scenario




LOPA , Phase Ill Review Layered Solution

Impact Event Description

Sewerity
Lewel
M/S/E

Initiating
Cause

Initiation
Likelyhood

General
Process
Design

BPCS
Function

Alarms
independend
to BPCS

Additinal
Mitigation
Access rest.

IPL
Additional
Mitigation

Intermediate
Failure
Rate

Target
Failure
Rate

SIF
Integrity
Lewel

Final
Failure
Rate

High Pressure

Lack of cooling water due
to stack close of Valwe

0,1

0,1

0,1

0,1

0,1

1,E-05

1,E-08

1,E-08

High Pressure

Lack of cooling water due
to Stack open of drain

0,1

0,1

0,1

0,1

0,1

1,E-05

1,E-07

e

/

High Pressure

\

No Cooling Water

1,E-07

High Pressure

1 £
Stoch-ef-precsuia-cantial
valve

Temperatur High

Stack of Hot Qil valve

Temperature High

Process failure

Loss of Valve functions
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Lack of Intstrument air
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LICA 4]
<F—{zsmia
MV 35003 OPEN
—
PMV 35002
l B|
-lll!;;‘ o
Nasoor Insirument A
MV 25001 Close (
100015,
Gl /
STITEC) 174
PMV 35001
MV 35006 OPEN I 4 T o
Coaling Water,
— [ ] [ f—

Py 3508 a0 PAMV 35001A ‘ ‘ %

MOV 35002 g
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Gl
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MOV 35001 ‘{
E
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F
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Safety Engineering as per IEC 61511 ed. 2

Auxiliary media (supply voltage, instrument air, hydraulic pressure etc.) according to IEC 61511-1 11.2.13

Sensor

Interface

according
IEC 61511
10.5.2

according

IEC 61508
?

VA <;’>E|<:’> O/AO

—

Controller according IEC 61508

Interface

according

IEC 61508
?

Actuator

according
IEC 61511
10.5.2

10.5.3 10.5.3
5 ?

Security, according IEC 61511-1 11.2.14
< Scope of IEC 61511

Managed engineering tasks:

» Define function

« Select & qualify equipment

« Select, implement & qualify functions

IEC 61511-1 10.5.2: Selection of devices
IEC 61511-1 10.5.3: Selection of devices based on prior use
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Compliant plants by certified products?

All products certified,

looks about right to mel!
In order to be compliant you need to:

. Analyze the risk to be mitigated

. Apply a compliant Design & Engineering process
including all recommendations in competency, independence
of people involved

. Test the installation (not just switch it on after installation)

. Maintain it properly (reliability will drop during operation)

. Apply an adequate management of change

. When using certified products, make sure

Thesis: Even if you can prove to use certified products only,
You are not compliant nor safe by definition!
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Application Software

SR S Effects '
‘- TAG PMV35001A  |PMV35001B [PMV35002 [PMV35003 [PMV35004 | |
l TAG SiL .3 &+ 2 1 2 1 o2 | ]

: PICZA35002 A
Define PICZA35002 B

modules PICZA35002 C
TICZA35002 A
l TICZA35002_B

TICZA35002_C
Te St GI35001AC

LICZA35101 B__==
735101 C |
Instance tested GI35002AC

GI35002BC
modules GI35002CC

GI35001BC 3
m Odlu les LICZA3510L A '.

l 2003 Input switch off when trip point High or 2003 violended
Test 2003 Input switch off when trip point Low or 2003 violended
Monitor Valve trawvel; open if too slow

appl |Cat|0n Monitor Valve travel; close if too slow
l digital 2003, open when triggered

Test
SIS function
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How to Validate Applications

SRS Validation Planning

(IEC 61511-1 10.3.2) (IEC 61511-1 15.2.2)

I e e e T e
——— 1 - 1= T > 1T}

Project Edit View Edras Window

Properties

Application Program = K e

: i} r:rr_jware ATION PREPARATION
(IEC 61511-1 12.1 to 12.3) ] et o o s *9" ;y Management e
e v e trael; nyv;;ﬂv:n " I's 'rogram = g

| Protocols 3 BOOL
thernet ¢ BOOL

Test Analog function

TestPlan_1
TestR350_1

-
- PIZA3500
PIZA35002_¢

002_f
00,

Validation Evidence

IEC 61511-115.2.4
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Performance Monitoring
Chapter 16

Consequences of deviating from designed behavior

Design

e.g. other measures
d act relating to fault tolerance

: Operation
Il ihc

e.g. shorter testing
intervals
eac

* the actions taken following a demand on the system,;
me IS e Design
and e.g. other devices,

P automated diagnostics
ercC Operation

ent mpe e.g. shorter testing
intervals

IEC 61511 5.2.6.1.9

In cases where a

FSA is carried out on a
modification the assessmen
shall consider the impact
analysis carried out on the
proposed modification and
confirm that the modification
work performed is in
compliance with the
requirements of IEC 61511.




Thank You. PHIMA -

Peter Sieber
VP Norms and Standards
VP Region China

Phone  +49 6202 709-830
+86 21 2051 6308
Mobile  +49 172 62 61 518

E-Mall p.sieber@hima.com

HIMA Group

Albert-Bassermann-Str. 28 Phone: +49 (0) 6202 / 709-145 Website: www.hima.com
68782 Bruhl, Germany Fax: +49 (0) 6202 / 709-6145
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